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SNMP
Monitoring
with Nagios

Using Nagios, yeu can monitor Dell
servers with SNMP via Dell's server
administration tools. Jason ELLISON

Magios has been ground since 2002 and & considered stable
software, |1 & in use by the likes of American Public Madia,
JP Morgan Chase and Yaheoo, Just ta name a few It is an
enterorise-level network and systems-maonitoring platfarm
Wagins perfoems chadks of senmces and hosts uising external
pragrarms <alled Magics plugins

SHMEP Simpk Netsork Maragement Profocsd] & 3 network
pratocol designed for manitonng neteork-attached devces
It uses DD (Object IDentdiers) for defining the infosrmation,
knowen as MBS iManagement Information Bese), that can be
riofidared, The design s extznsible, o veeghors can define
e oun items 10 be mondared

Openhlanage is provided withe Dell servars and is an
extremely well-docurnenied wsiem (sae Resources) tha
proaites extensive sgives adminisiraton capabilities,
Cpentdariage works with both Linux ang Winddaws, The
Cipenianage “SHMP Referince Guide™ (see Resources) is 3
732-pape document that i "irended for systerm asdminstrates,
NEtwWork sdministalons and anyone who wanis to wiits SA6P
MIE appiaCations 1o manitor systems®. The "SNP Beterence
Gulde” documents the SNMP OIDZWIBS for monitaring
Ll semvers.

The system described bere was implemanted tar a local
utility compary whan it upgraded to Dell Power Edoe wrers
As ften is the case, out of the box, Megios didn't do axactly
what the company needed, bul benn an open-source project,
t eadily was estendad to accomplish the goal. A we reeded
was a Magics pugin 1o mantor the new sendars.

Don't Re-invent the Wheel

Thae Tirst thang | et aut to do was find an existinig Nagias
wlugan that offered similar functionality to what we nasd-
ed, Quite a numbes of existing plugins are available. In

The system described here was
implemented for a local utility
company when it upgraded to
Dell Power Edge servers.
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lass tham one howr, | found check_samgo_termperatune, @l by
‘Williarm Leibzon. This is & plugin module thal monitars the
temperature af vanouws devices remotely via SNMP Although
rmanitaring temperatures wes not our goal, refreving infor-
mation via SMMP and reporting it o Magios was, The modde
is written in Perl amd after reading it ever, it loaked very
weell s lben .

Chapier 4 of the Dell's “SHMP Reference Guide® is the
TSystam State Group”. It states;

The Management Information Base (PAI8] variakles
presanted in this section enable you 1o track vanmous
attriputes that describe the state of the critical compoe
NEngs suegoried by your sysiem, Components moni-
roredl urder the System State Group includes posses
supplies, AC power cords, AC power switches, and
cooling desices, as well as temperatire, fan, amperage,
and witans prsses

The asadated JIDs provide the owerall state of all 1he
critical subsystems that we were interested in, OI05 &xist
that provide much greater datail, but in this situation, the
requirerent was 10 be aleried only if a server had a problem
v 1o indicate the parficular subsystern that had the problem.

One of the benefits to choosing these
particular OIDs turmed out to be that
they all respond in the same format.

Ore subsystam was not addressed in the “Sysiem Slale
Group® chapter—the RAID subsystern, Thare is, however, an
Q1D far rmamtonng it, This Q10 s descried in Chapter 23,
fha "Storage Management Group”.

As stated earbar, these OI0s are used Lo define parcular
MIEs that can be queried via 38ME On the Dell server, there
is an SMNEF sereer running. The SMMP server answers ouenias
that are in the form of a long string of numbsers (tha QI0).
This string of numbers is urdersiood by the SHMP server to
be a specific question, For instance, if you wanl 1o ask 1he
SMPAP server “How are your power sepplies? ™, you would
send it the QID .1.3.6.1.4.1.674.108%2.1.200.10.1.9.1
[Figure 1). The SNMP server will respond with 3 o the
poweer supplies are okay,

Table 1 showes the QIDS we are interested in.

One of e Denefits to choosing these particular QI0s
turned aut to be that thay all respond in the sarme format,
Dell refers to this format as Dellstatus, and it maps integers
tor subsystemn states:

Wartsble Kame: De1l5tatis

lata Type: Tredeger

Pigsinle Mats Walums Heaving of Dasde Value:
ather(1k The ohject's statis §5 net

o &l Lhe folTowing
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LG he pEject’s STITUS 15 LASDOWT,

ok ) The pject™s status 15 D6,

ranCroizigakid) The o2ject™s status i5 warning, smoriticsl .
CriTicelis) The ofject’s staius i3 coitical (fadlore) .
mnfecoverable (k) The chject's status 15 rrerecovirable [dead)

Mow that we knew what we wanted to manitor, it was
time 1o modify chadk_samp_temperature @ 19 do what was
needed. The result, check_dell_openmanager0.?-test.pl, is
1l ta print here, but it is available on the Linu foumal
FTP site (580 Resources)

Testing

Because | did mot have a spare Dell Pawer Edge server
sitting anound to test the modilied scrpt, | had to test

it anather way, Reading the man page for snmpd.conf,

| faund that you could have external programs answer
certain OI0s wsing “ pass-thraugh® serigts. The bash senpt
{dall_open_rnanager_test shj bebow serves a5 my pass-through
scrpl Tar testing. With this scripd, | can simulate all of tha
states that the Dell server could be imc

Bl Ind bash

&

f bash scripl Lo replicate a working Dell DperManage SHHP agent
£ works With Fet-SHAP dacman. infotel@zeatl.cos

E

EEQUELT O1p="%2"

eLho "IREQMIEST DID";
case “PREMIEST_DIP* A
Lol LA ] &0 19882 0 2P 18, 1.4.1)
acho "imteger”; ecne "3"; oxit @ o
L1306, 0.4, P4, 1990 1, 208, 18.1.%. 1)
eCha CiAlepert: eche "5 exit @
LB R A1 ETE, 1SR0k L 208 18.1.12.1)
echo "inteper”; echa "3"; exit 8 ;;
A1 3B B ETELISENRF.L. RS LB, 121,15
echa “fnteger’: echo 47 exit B @
A3 BLL A1 EPR_JBEGE 1 208 18.1.24.1)
echa "integer"; echa "3"; exil 8 @
.36 0,2 6P 00851, 200, 18, 1.27.1)
Echd "integer’: echo *3°; =xit 8 ;:
A3 B L] GRL_J0E%) 1. M08 18.1.38.1)
echa "integer™; =cha "37; ewit B
LA.3.6. 1,420,674, 188%), 1, 780, 1A, 0. 41 .0
echs “integer®: echo 1% sxit 8 ;;
AL 36140674, 1009, 1,39, 119, 13.8)
ech "inb2ger”; scha "3 &l 8
ay
el “sbring®. esche YR x|l B
B A
exil

lex use the seripd, | added the following lines to the and of
fetoisnmpdsnimpd conf:



Hey, how are your Power Supplies
(.1.3.5.1.4.1.674.10892.1.200.10.1.9.1)7 [

They are QK (3).

M

Haglos

Figure 1. Sample SNMP Query
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.~ INDEPTH |

Fog dell open manager test

wilew systemview included .1.3.6.1.4.1.67%4

pass . 1.3.6.1.4.1.650 fbincbash b
fusrdlocal/Binfdell_apen manager test_sh

T make the changes in the configuration file take effect, restart
the snmpd daemon. On Slackware, this is done via the Tollowing:

g Jeteirc.dire, snEpd restart
Shutting dewn snmpd: . DOME
Starting snmpd: fusrdsbindsompd -A -p A
.-r.ar."runu":'lrlp-ﬂ d =F ff'fl_'fﬁ'llF.'Eﬂl’{lﬁ.{l}ﬂl’

T queary the SHMP sender, we use Nel-SMMPS command-line
snmpget utility
# pnmpget v 1 =< publi¢ 127.8.8.1 1

ALF.6.1.4.1.674. 10892, 1.260,10.1.9. 1
SHAPY2-5HI: ;enterprises. 674 104882 . 1.388.19.1.9.1 = INKTEGER: 3

The response is an integer value of 3. The value 3 in the
Dell5tatus (see above) maps to “ck{3) The objects status is
K", This tells us that the pass-through scnpt 5 working, Mow,
vl test the fcheck_dell_openmanagerpl Perl script:

¥ _fcheck _dell _openmeanager.pl -H 1I7.86.8.1 -C public -T pel9sg
oK

To test other values, simply modify the
dell_open_manager_test.sh shell scrnipt. For example,
to simulate an errar in the Cooling Device QID
1.1.3.6.1.4.1.674.10892.1.200.10.1.2 1}, modify that OID's
line im the script 10 returm 8 code of 4 for nonCrtical:

A3 6.0, 41,674 16892 1. 280.19.1.21. 1)
echo "integer”: echo “4": exit 8 ;:

Mo, rurnieg the Perl scnipt produces a wwarning:

*  fohecE_dell_opersangger gl -H L17.8.8.1 -C pblic -T peldid
WATHING: Conling Dewice Sqatus=Man-Crigical

To smulate a critical error, let's madity the Power Supply
QD 1o reply with a §

6. L. 4. 1674 18892 1. 28068.18.1.9.1)
eifa "1nteger™; &cho "57; axit B ;

2 fcheli déell_openmanager.pl -H 1:27.8.8.1 -C public -T pelise
CRITICAL Copling Device Status=Hon-Critical. &
Posiar SLDpLY STatussCritical

To test the scrpt on the live praduction eystems, we added
the check_dell_openmanager.pl command 1o & working
Magios server, We opened the case cover on a live system Lo
generate a Chasse Intrusion Stalus emor to test the plugin.
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Within a few seconds, we had an SMS message on the |T
administrators phone letting ws know that there was a prob-
lern with the chassis subsystam on the senar wae just opened.

Moving Forward
After writing this plugin, | uplozded it to a Web site that hosts
third-party addons for Magos named Magios Exchange. i short
arder, | was getting e-mail messages from all over the world
cancernirg the Magios plugin | had written. Some wWere sugges-
s, and soamse were from pegple in need of help, It was not
an gwenwhelming number of messages. At most, two a week
and sometimes none. 1T was just enaugh to let me know that
pecple other than me actually were wsing this thing

Iwauld like to make a tew improvements 1o the moduole.
Far one, | thank there may be a way 1 reduce the SNMWP guenes
to anly one guery o obtain the averall global siatus of the
machme. Then, only if the state is not "ok(3)*, move to query
the ather CiDs 50 that a more specific ermor can be reporied.

it also would be nice 1o be able 1o evaluate the exstence
of the various subsysterns, that way, for example, f a machine
has a RAID array, it s monitored, and if not, the script skips it

One of the most common e-mail messages | get s about
missing the Net:SMMP Perl module. | wauld like 1o test for
these common-case scenanos. If the test fads, | would like to
print the problem with a solution. In the case of “Net: SMRPY,
it should pent:

You are missing the Het: :SHHP perl sodule
Fl=zse install it wsing

perl -KCPAN - shell

cpan> fnstall "Mel::S§HP"

This would improve end-user experience significantly,
especially far wsers new 1o Linux.

Jasan Eliisen herww jasenellisonnell is o indegeaden! [T conssftant in the Gull Coast area
He ez B roschied o infolek @gmail con.

Resources

check_del_openmanager, 0. 7-test pl: fiplinuxjournal comy
pub/lj/listings/issue 182/10204.1gz

Magios: www.nagios.org

check_dell_openmanager. www.nagiosexchange.org/
cgi-bin/page.cgi?g=1437 html

Dell Openbdanage Semver Administrator Doourme ntation:
support.dell. com/support/edocs/software/svradmin

Dell DpenManage Sener Administrator Version 5.4
SMMEP Reference Guide: support.dell.com/supports
edocs/software/svradmin/5.4/en/snmp/pdf/
am_54_snmp_ref_gd.pdf



